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Abstract

With the spreading of smart mobile devices to nearly every
person, Android Operating System is dominating the mobile’s
operating systems.

Due to the weak policy of submitting application to Google Play store,
attackers developed malware to attack the users of the Android
operating system with malware application or by including malicious
code into applications.

Researches have been done in this area, but solutions required
installing the applications to monitor the malware behavior, or by
taking actions after installing the application.

We proposed a new method using Data Mining to detect newly and
unknown malware using the applications’ permissions as base
features.

In order to create binary dataset we collected from benign and
malware android app samples, the dataset consist of five different
features collected based on different number of attributes and
conditions.

Different evaluation measure used to evaluate the proposed method,
the results show that we achieved 96.74% with f-measure and 99.3%
with area under the Receiver Operating Characteristic ROC curve.

Keywords: Malware, Android, Data mining, Permissions, APK,
Classifications.
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Chapter 1
Introduction

1.1. Introduction

With the repaid growing of Android application every day, there are
growing threats for the mobile users by installing more malwares
without ability to detect them before installing the applications to the
user device.

Malware name came from “Malicious Software”, its software designed
to secretly access a system without the owner's device knowledge.

Malware can effects mobile resources, or just make the devices not
responding to the users, it may go to dangerous behaviors like steal
private information, without the user notice any harmful action [1].

According to data from the International Data Corporation (IDC) the
worldwide smartphone market grew 27.2% year over year in the
second quarter of 2014, just over a third of a billion shipments at 335
million units.

2014 promises to close at nearly 1.3 billion shipments, with Android
taking the lion's share, spread across over 180 tracked vendors [2].

Market research firm Strategy Analytics has given the numbers for the
second quarter of 2014 that estimate the market share of Android
platform’s on the global market has reached 84.6 percent. [3]

For the mobile devices that use Android as its platform, the official
way to install the applications is the Google play store [4], which serve
as repository of the application developed for Android, and it installed
by default with all the Android devices.

The current reviewing process for the applications submitted by
developers to Google Play store took only two hours [5], compared to
process for Apple AppStore takes 6 days [5].
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Google may phase out the discovered malware but after it’s spreading,
for example: More than 50 applications on Google's Android Market
have been discovered to be infected with malware called "DroidDream"
which can compromise personal data by taking over the user's device,
and have been "suspended" from the store [6].

Currently mobile malware detection tools uses pattern recognition to
identify the malware, but it fails to distinguish the threats.

Android gives accessing to the device’s resources(such as writing files,
accessing the internet, locations, SMS, etc.), with permissions system,
which they defined on each Android Application Package (APK) in
special file called “AndroidManifest.xml”.

Any application needs to access any of these resources will define the
resources required on “AndroidManifest.xml” on development time,
after the application compiled and uploaded to Google play Store, it
will show to the users the permission required for installing the
application.

But with lack to understanding and knowledge for most of users, they
can install the application that has access to special resource and it
may be has a harmful use.

According to above, the need to a new method to recognize the
malware applications before installed by the users is important to
prevent the malware attack their mobile resources and Data.

This research focus on new method for detecting Malwares based on
permissions required by the applications, using classification
techniques to detect malware apps from benign.

1.2. Problem Statement

Anti-malware usually can detect the known malwares based on
some techniques, which mostly are signature base, but these
techniques are ineffective to detect new malwares.

Most Android phone users using Google play which is the main
provider for Android OS’s to install Apps to their phones.

www.manaraa.com
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Due to the easy and weak policies used from Google Play for adding
Apps to their repository, it allows malware Apps to be added and not
detected during the submit period.

The problem with current methods of detecting the malware, it’s
detect after it’s installed on the mobile and may it harm users before
it’s can be detected.

There’s an urgent need to have mobile malware detection method
capable to distinguish the unknown malware that’s not previously
detected by other methods, before installing the application into user
mobile.
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1.3. Objectives

1.3.1. Main Objectives:
To propose a new method to use the applications’ permissions to
detect malware before installing them from Google play store.

The proposed method is based on Data Mining techniques.

1.3.2. Specific Objectives:

e Review the current malware detection techniques.

e Review the Android Malware and benign applications to collect
samples applications.

e Study the Android application structure to extract the
permissions from APKs.

e Building a dataset that consist of permissions extracted from
malware and safe applications.

e Find appropriate classifiers to build the method.

e Apply the proposed method based on selected classifier.

e Testing & evaluating the performance of the proposed method.

1.4. Scope and Limitations:

e The method will developed on Android Platform only and will
cover versions from 2.3 to 5.1.

e The method will be based on Classification.

e The method will use a dataset and will not interact with
applications on Google play store [4] or other sources.

e The collecting for benign application will comes from Google play
store.

1.5. Importance of the research:

e Installing malware applications on the mobile device is very
dangerous for users, because it may steal their private data, or
affect the performance of the device, therefor we need to find a
method to protect them.

¢ Add a significant contribution to scientific research in the field
of finding effective solutions in worms' detection.

e Find a better way to detect the malware before installing them to
user’s device.

e Evaluate multiple classifiers to find a better classification
method to classify the malware in high accuracy.
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1.6. Methodology

In this section we talk about the proposed methodology to achieve the
work, as following steps:

1.6.1. Data set collection and preprocessing:

1.6.1.1. Collect sample Apps for the dataset:

Dataset will contain numbers of malware and benign
applications, the Malware dataset that contain malwares for
android platform as APK files and downloaded from “Free Range
Security” website [7].

benign applications will be downloaded from Google Play Store
[4].

1.6.1.2. Data processing:

We will extract the permissions from the benign and malware
applications, and store them into text files, we will build a tool
to automate this job, and then we will use official Google’s
Permission that used on Android OS as base attributes.

Based on the exported text files that contain the application’s
names and the extracted permissions, another tool will be
implemented to store all the required data into database file to
be used as the Dataset.

1.6.2. Applying the classification:
To distinguish the Malware applications from the dataset, we
will use Classification method such as naive bayes, kNN,etc [8].

1.6.3. Generate the results:
Based on the experimental processing in the previous steps.

1.6.4. Evaluation:
We will use different evaluation measure to evaluate the
performance from different views.

1.7. Thesis Organization
The thesis is divided into six chapters, chapter one include the
introduction, chapter two provides Literature Review, chapter three
provides the some related work of malware and spyware detection,
chapter four provides description about the proposed methodology
including data collection, and feature extraction and selection, chapter

6
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five talks about experiments and results, and the analysis of the
experimental results. Future work will be reviewed in chapter six.
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Chapter 2
Literature Review

In this chapter we will review the Android OS, and it’s VM, the content
of APK files and the permission used with Android application, later
we will talk about malware types and the detection methods, then we
will review different types of malware and the anti-virus techniques
used to detect the malware, later we will review the data mining and
it’s and the performance evaluation.

2.1.Android Operating System:

Android is an open source operating systems for Mobile & smart
devices, originally was founded on 2003 by Andy Rubin, Rich Miner,
Nick Sears and Chris White, as an operating systems for digital
cameras, but later due to lake of market for this type of devices, they
start to target it into Mobile devices [9].

On 2005 the company was bought by Google, Google worked to enter
it into the mobile OS game, since then it’s start to be very popular
operating system.

On 2011 Android applications on Google play store has more
application than Apple AppStore [10].

Currently Android has more than 80% of total operating systems
market share [11]. (Figure 2.1), and many of large Mobile
manufactures uses it as main operating systems such as: Samsung,
High Tech Computer Corporation (HTC), Huawei, etc.
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Figure 2.0.1 Mobiles OS Market share [11]

2.2.Dalvik Virtual Machine:

Dalvik is Virtual Machine (VM) that executing the .Dex files that
generated form Java Byte code, it designed for specifically mobile
devices to run on slow CPUs with little RAM compared to Java VM
which target desktop [12], which require higher resources than mobile
devices.

Applications for Android built using Java, but with special compiler
that convert the Bytecode to Dalvik code (.DEX) instead of JAR file
which used with Java VM [13] , as shown in figure 2.2.

Google release NDK to allow the C & C++ programmers to create
native android application without converting the source code into
Dalvik code, but to machine language specific for each CPU, this allow
to create high performance application but with more complexity in
the development, it’s mostly used for game engine and games
development.

On our research we will work on APK files that work under Dalvik VM.

Ol LA Zyl_ﬂbl
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Figure 2.2 Java code to Dalvik VM [14]

2.3.Android Application Package (APK).

Android application package APK is package file format used by
Google for the Android Operating System for the distribution of the
mobile apps on the Android platform [14].

APK files is the executable file that run on the Dalvik Virtual machine,
it’s similar to .exe files on windows or deb packages on Debian based
Linux distribution such as Ubuntu.

APK files is compressed files using zip format based on Jar file format,
it could be opened by any Archive tools such as: winrar, 7zip, etc (see
figure 2.3).

The APK file consists of multiple folders and files, that contain the
different binary version of App (to run on different CPUs), resources
required and AndroidManifest. XML as binary file.
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E\Thesis\Master\ Clean APK\Angry Birds_v3.2.0_apkpure.com.apkl - O X
Eile Edit Miew Favorites Tools Help

e L

Add Extract Test Copy Move Delete Info

I? ||’ E\Thesis\Master\ Clean APK\ARgry Birds_v3.2.0_apkpure.com.apkh ~
Mame Size Packed Size Modified Cr

assets 200023 669 33557183

lib 24411144 G062 304

META-INF 721477 232 563

T2018 25860

res 3110050 2958104
AndroidManifest.me 11 964 2941 2015-08-07 10:12
D classes.dex 7167 628 2682759 2015-08-07 10:12
D FESOUICEs, arsc 500 004 500004 2015-08-07 10:M1
< >

0 object(s) selected
Figure 2Error! No text of specified style in document..3 Angry Bird APK File opened in 7zip

Usually APK file contain 6 items as following [15]:

1. META-INF folder: which contain MANIFEST.MF file, the
certificate of the App (*.RSA) and (*.SF) file which is contain
all the files with their checksum in SHA1(figure 2.4).

[ rRovIOKEY.SF )(| P

1 Signature-Version: 1.0

- SHR1-Digest-Manifest-Main-Attributes: I[/NrRBwlp+viLh3kPDTulhHkfVgk=
- Created-By: 1.7.0_72 (Oracle Corporation)

- SHR1-Digest-Manifest: I032Z0EdGEiRi9JoZME9XtZIPRIE=

- Hame: res/drawable/abc btn check material.xml
- SHR1-Digest: gqDcgHOhRiplwI0ipczEivN5ol=

- Name: assets/datasscripts/gamefeatures/behavicrs/behaviorscripts/birds
/matilda/HeroMatildaBird. lua
- SHAl-Digest: OMiiel FWpXgmssyRlkTupaPS52i8=

1

[=]

- Name: res/drawable-hdpi-v4/age rate 16.png
- SHAl-Digest: MwaYCewRI/kKIDJCOtH1BktP9afl=

- Name: res/drawable-xhdpi-v4/rovic id rowvio logo.png
- SHA1-Digest: FmokxAGOxLGcS1RWvlo9MgiSQok=

- Name: assetz/data/levels/packld/LevelT40.lua
20 SHAl1-Digest: epJdingHFOGtcvlKVcFwPdacXRMO=

- Name: assets/data/levels/blackbird/BlackBird 26.lua
- 5HA1-Digest: 9DWNHk11IEFVewWWEndwF3gelOJdvo=

Figure 2.4 content of *.SF file
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2. Lib folder: This folder contain the compiled in specific binary
format for different processors, it may contain one or more of
the format described in table 2.1 [14]:

Table 0 Description of Lib Folder

Format Description
armeabi compiled code for all ARM based processors
only

armeabi-v7a | compiled code for all ARMv7 and above based
processors only

arm64-v8a compiled code for all ARMv8 arm64 and
above based processors only

x86 compiled code for x86 processors only.
x86_64 compiled code for x86_64 processors only
mips compiled code for MIPS processors only

3. Classes.dex: the classes compiled in .dex format code for
Dalvik Android.

4. resources.arsc: contain the compiled resources of the
application such XML files.

5. Res Folder: contain the resources that not compiled in binary
format, such as images, icons, etc...

6. AndroidManifest.xml: additional manifest file that contain
the file name, version and access rights required to run the
App, it’s distributed as binary format.

2.4.Android Permissions :
Applications that runs under Android operating system can’t access
some specific devices hardware sensors or features such as: location,
camera, network or even access for the storage outside the allocated
storage for the application.

On the contrary on Windows any application may access other files
and drivers located on the same computer without notifying the users.

On Android if there’s a special permission required it should asked
from the operating system, and the application will define the required
permission on the “AndroidMainfest.xml”, and it will be shown to the
user before it’s installed on the user’s device.

The permission required for the application to work properly, or it may
work but some functions will not work without getting the permission
required, for example Google Map: will require
“ACCESS_FINE_LOCATION” permission and “INTERNET”, without
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“INTERNET”, the application will not work at all, but if the application
has active connection to the internet it will work, but for detecting the
user location on the map, it will not work without turn on location
setting on the mobile.

Needless to say, when you install the Google Maps it will ask for the
two permissions before installing with other required permission.

Usually these permission needed to the application to work properly
and to give the users all the features built in it, but some of the
malware ask for permission not needed to work, but needed by
malware to steal some information or access unauthorized files stored
on the mobile storage.

Permissions on android could be on of “136” permission [16], any
application require any of these permission, will add it when it’s under
development, and will be prompted to user on the install time.

2.5.Dangerous Permissions

Google has specified some of the permission as dangerous
permissions [17] as listed on table 2.2, because these permissions
allow the application to access private data of the devices without
users permissions of he/she allowed the application to be installed,
also some malware may use these features for making calling to
sending SMS to international numbers, which may cost users money
without he notice that.

Table 0 Dangerous permissions and permission groups

Permission Group Permissions
CALENDAR e READ_CALENDAR
e WRITE_CALENDAR
CAMERA e CAMERA
CONTACTS e READ_CONTACTS

e WRITE_CONTACTS
e GET_ACCOUNTS

LOCATION e ACCESS_FINE_LOCATION
e ACCESS_COARSE_LOCATION

MICROPHONE e RECORD_AUDIO

PHONE READ_PHONE_STATE
CALL_PHONE
READ_CALL_LOG
WRITE_CALL_LOG
ADD_VOICEMAIL

USE_SIP
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e PROCESS_OUTGOING_CALLS

SENSORS e BODY_SENSORS

SMS SEND_SMS
RECEIVE_SMS
READ_SMS
RECEIVE_WAP_PUSH

RECEIVE_MMS

STORAGE e READ_EXTERNAL_STORAGE
e WRITE_EXTERNAL_STORAGE

2.6.Data Mining:

Data mining is the process of different queries and getting the useful
information that’s not previously known or unexpected [18].

Data mining is “refers to the nontrivial extraction of implicit,
previously unknown and potentially useful information from data in
databases” [19]

While data mining and knowledge discovery in databases (KDD) are
usually treated as substitutes, data mining is a part of the knowledge
discovery process.

Data mining can be separated into two general categories [20]:

e Predictive: implicates predicting unknown data based on given
dataset.
* Descriptive: implicates finding patterns explaining the data.

Data mining is also an essential part of knowledge discovery (KDDs),

including these steps [21]:

2. Data cleaning: Known as cleansing, these step remove the
noise and outlier from the data.

3. Data integration: This step combines data from multiple and
different sources into one database.

4. Data selection: This step the user will reduced representation
of the dataset to reduce the size of original data but with

keeping the integrity.
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5. Data transformation: Data can be transformed into other
suitable formats.

6. Data mining: Data Mining tools are applied to discover
possibly useful patterns.

7. Pattern evaluation: Using validation measures to recognize
interesting and useful patterns.

8. Knowledge representation: The final phase of the knowledge-
discovery process, which is presented to the users in visual

forms.

2.7.Data Mining Classifications methods:

In our research we evaluating a variety of classification methods
such as: k-Nearest Neighbor(kNN), Naive Bayes, Support Vector
Machine (SVM) and Decision Tree, we used these classifications
methods with different feature sets.

2.7.1. k-Nearest Neighbor(kNN):

kNN is one of oldest nonparametric classification algorithms, it’s
find groups of K objects in training set that are close to test
object, the value of K usually find by using cross-validation [22].

2.7.2. Naive Bayes:
Naive Bayes classifier based on Bayes' theorem, one of the main
advantages of NBC is it doesn’t require large dataset of training
set to find the means and variances of the variables needed for
classification [23].

2.7.3. Support Vector Machine (SVM):

Support Vector machine is supervised learning methods that
analyze data and recognize patterns, it’s used for classification
and regression analysis [22].

2.7.4. Decision Tree:

Decision tree is one of the supervised learning algorithms that
follow the “Divide and conquer” approach to solve the problem
by learning from autonomous cases [24].

The structure of tree includes: root node, branches and leaf,
each node represent a test for an attribute, and the branch fork
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the result, and each leaf node represent a class label [25] as
shown in figure 2.5.

(=)

Figure 2.5 Decision tree [43]

2.8.Performance Evaluation

2.8.1. Coincidence Matrix

For the classifications problems the main source of performance
measurement is the coincidence matrix see figure 2.6 (also known as
classification matrix or a contingency table) [26]
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Figure 2.6 coincidence matrix

we can calculate most commonly used metrics equations from
coincidence matrix as shown in eq 2.1, eq 2.2, eq 2.3, eq 2.4, eq 2.5.
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TP

True Positive Rate = m

Eq.2.1

TN

True Negative Rate = ————
5 TN + FP .

q.2.2

TP+ TN
TP+TN+FP+FN

Accuracy =

Eq. 2.2

TP

P .. __ v
recision TP + FP

Eq. 2.3

TP
Recall = —
= TP LEN

Eq. 2.4

2.8.2. Accuracy
Accuracy is the percentage of true results (true positives or true
negatives) between the total number of cases examined [27]

number of true positives + number of true negatives

accuracy = — — - -
Y number of true positives + false positives + false negatives + true negatives

Eqg. 2.6

2.8.3. Precision
Precision is the correctly retrieved instances of query [28].

|{relevant documents} M {retrieved documents}|
|{retrieved documents}|

precision =

Eq.2.7

2.8.4. Recall
Recall is part of the documents that relevant to the query that have
been successfully retrieved [28].
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[{relevant documents} N {retrieved documents}|

Il =
reca | {relevant documents}|

Eq. 2.8

2.8.5. AUC

Receiver operating characteristic is created by comparing the true
positive rate (TPR) against the false positive rate (FPR) at various sill
settings.

The ROC recently introduced to evaluate ranking performance of
machine learning algorithms [29]

The AUC combine all of the features of ROC into single value, by
calculating the area of inclination shape below the ROC, the closer
ROC get into optimal point of prediction, the AUC gets closer to one
[30].

FPR(f) < FPR(#') = 6 > 6 = TPR(0) < TPR(#) ¢, ,s

2.8.6. F-Measure:
F-Measure considered as weighted average between precision and
recall, it’s calculated as see eq 2.1:

precision - recall

F]_:2'

precision 4 recall  ,

2.8.7. Cross Validation

In k-fold cross-validation, initial data are indiscriminately divided into
k reciprocally exclusive subsets or "folds", D1, D2, ..., DK, each one is
approximately same size, training and testing done k times, in loop i,
division Di, is set for test set, and the other divisions are used to train
the model, and then for other Di, until DK (see figure 2.7).
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Figure 2.7 10 Fold Cross Validation

2.8.8. Identification methods for the malware:
Mainly the malware detection techniques fall into these categories:

e Signature based detection: It’'s search for sequence of
unique bytes that defined the malware, and compare it to the
database of other malware data, most of Anti-Malware use
this technique [31].

e Behaviors based detection: By monitoring many factors of
the malware such as the source, target and other statistical
properties, then evaluating the damage of the system under
controlled environment using dynamic behaviors. [31]

2.9.Malware Detection types:

The detection methods used to find the malware are categories into
two categories: static and dynamic [32], on the static analysis, it’s
uses the source code or the binary format of the application (Machine
code or Byte Code) to find a pattern, on the dynamic approach, it uses
the behavior of the application on runtime to find if it a malware or
not.

2.9.1. Antivirus:

Antivirus is a software that detect, prevent and delete the malware
application form the computer and mobile devices, they are different
malware types such as: Keylogger, Spyware, Trojans and worms [33]
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2.9.1.1. Signature Based Detection:

Most of Antivirus uses signature-based detection to find the
virues infected in the system, virus has special digital signature,
which antivirus has a database for all known virus based on
their digital signature, for that antivirus using this method
require regular updates to download new signatures for newly
detected virus by the developing company.

2.9.1.2. Heuristics
Some Antivirus uses the heuristic methods to detect the new
variants of existing malware or new unknown malware.

Heuristic algorithms uses virus signature databases to detect
malware by verifying not exact signatures of the malware, also it
read the files to find random combinations of signatures to find
malware.

2.9.1.3. Rootkit Detection

Rootkits are some type of malware that has the ability to alter
the operating system to hide itself from the Antivirus software,
also it may alter the Antivirus itself to hide from it. Powerful
Antivirus may detect this type of malware but with limited
success.

2.9.1.4. Real Time Protection

Most antivirus software provides real-time protection, often
under any number of clever synonyms such as resident shield,
background guard, autoprotect, and so on. The real-time
protection feature of these antivirus programs monitors all
activity in a computer for processes and activities that appear
suspicious. This is done at all load and read times; any time a
file is accessed, loaded, or downloaded. This feature helps
protect against malware that has made it onto the computer
system but has not yet been activated.

2.10. Types of Malware:

Malware has different types, PCs and Mobiles has the same types,
which can be listed on different categories such as: spyware, virus,
worms and more [34]:

2.10.1. Adware
Adware is special type of malware that work Advertisement
Software, and during use the software it may show some
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windows for the Ads, on starting of the software or open links to
specific Ads websites.

2.10.2. Bot

Bots are software that act as rebotect to do a special operations,
these operations may be used maliciously such as DDOS
attacks, or spamming.

2.10.3. Bug:

Bug isn’t a malware itself, but it’s usually may cause a big
problem by freezing or crashing the software or the entire
operating system.

Bug is a flaw of the software that produce unwanted behavior of
the functionally it should doing.

Some bugs may cause a security leaks which will allow the
hackers to gain access to devices without permissions to steal
the data or cause damage to the device or the entire network.

2.10.4. Rootkit

A rootkit is a special type of malware that infect the operating
system and modify it to be hidden from the Antivirus or the
operating system itself.

2.10.5. Spyware

Spyware is one type of malware that spying on user device and
monitor and store his activity such as keystrokes, login
information or credit cards numbers.

Some type of spyware may be installed with normal software and
hide itself as Ads programs to support the software writer.

2.10.6. Trojan Horse

A Trojan horse or a “Trojan,” is kind of malware that hide itself
with other programs to installed itself with that software without
informing the user.

Then it allows the attacker behind it to gain access to the device,
and then it will have full access of the device and the files.

Also attacker can get screenshot of the victim device and may
install key logger or other harmful tools.
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2.10.7. Virus

A virus is a type of malware that can spread by coping itself to
other hard disk partitions, USB storage or other computer on the
network.

Then it can do harmful operations in the infected device such as:
deleting files, formatting H.D, stealing information or just
annoying users by showing some unwanted behaviors.

2.10.8. Worm

Worms are common types of malware. They spread on networks
by utilizing the operating system vulnerabilities. They can
consuming the bandwidth or overloading web servers.

Worms may classified as type of virus, but the main difference
worms can spread itself without any human interaction (by
using the vulnerability of OS) while virus need to be spreading
using other files or by hide itself on special hard disk sectors.

2.11. Summary:
In this chapter, we presented the android operating system, and
its virtual machine Dalivk, then we talked about the Android
Application Package APK and what’s the content inside it.

After that we review the android permissions and the dangerous
permissions specified by Google.

then reviewed the data mining and it’s categories, and the
knowledge discovery part of the data mining.

malware detection techniques, which is signature based or
behavior based, then we talked about the.

Finally we reviewed the different types of malware.
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Chapter 3
Related Work

In this chapter, we will review previous studies in subject of malware
detection, researches used different approaches to detect the malware,
some of the methods require process on the mobile devices, and other
methods do the processing on the cloud from the data collected on the
mobile device.

3.1.Android Malware:

Sanz et al [35], presented detection method using string analysis that
will get the strings from android application by disassembling the
Android application and then extract the strings in const-string and
using machine learning to training the dataset and assign category
(malware or goodware).

The problem with method, that developers of malware may using non
English languages in const-strings will not make them detectable by
this method, also if the developer of the malware application encrypt
the strings, they will not be detectable in this method too.

Burguera and Zurutuza [36], have developed a framework for
detecting malware on android platform, the framework consist of
multiple components: Data acquisition which using application
developed “Crowdroid” is small application installed from Google Play
store, and it will monitor Linux calls on the device, and compare it
from same application that downloaded from other resources, then it
may detected if the application is modified with some malware code,
the other component is Data manipulation: this component will
manage and parse the data collected from the android users, and
Malware analysis and detection component: which is used to
analyzing and clustering the feature vectors extracted from the other
components.

The method developed consist of several tools on client and server
side, the main problem with this method that if the malware
application submitted to Google Play store and has no other
resources, it will not detect the application is malware.

Yerima et al [8], proposed and evaluated a new approach for detecting
Android malware by reverse engineering the Android applications
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using APK Analyzer, and building the dataset from set of 58 properties
from API call, Commands and Permissions, then used a Bayesian
based classifier for learning and detection stages.

The result of study showed the proposed method has better detection
rates then  signature based anti-virus, but the method require
disassembly of application and then extracting the used features
which may not suitable as preventable method.

Cheng et al [37], has presented a collaborative virus detection and
alert system for smartphones (SmartSiren), they used behavioral
analysis of smartphone viruses by ontology, the certainty factor
function (CF function) generation by the certainty factor theory and
the reasoning process of detecting viruses by a FPN model.

They developed mobile malware detection system (MMDS), which will
filter the files received by SMS or MMS by extracting their behaviors
and determine the danger level and if the users have confirmed them
danger of these files, the system will reject the files sent by the SMS or
MMS.

The presented method require an application to be installed on the
smart phone (MMDS), and also require an interactive from the users
to confirm the danger of the files, novice users will have hard time
determining if the received SMS or MMS has danger file or not,
especially if that received from known numbers.

Koundel et al [38], proposed a method to build a dataset from
installed application on user mobile phone, the method using an
application that will be installed on user mobile and send list of the
applications installed, and the permissions and applications battery’s
usage, then sent to server to as csv file, then serve will parse the csv
file and build it into the dataset.

The downside of this method it’s require an application to be installed
to gather the data from the end user mobile, also the application may
itself drain the battery, which is another downside of this method.

Liu et al [39], proposed general Malware detection method called
VirusMeter, it’s monitor the usage of battery power on mobile devices,
and compare it to pre-defined power consumption model to identify
the abnormal usages of the battery power, using the OS Api it will
calculate how much power used by the running services, and
compared to the pre-defined model.
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The proposed model monitor only the power usage of the system to
determine if there’s a malware on the mobile device or not, it may gave
misleading alarm based on s normal services may require more power
for various reasons such as background updating, or downloading the
data.

Sahs and Khan [40], in this paper the authors used an open source
application called “Androguard” to extract features of the APK file and
used Scikit-learn framework to train vector machine to generate as
much as positive marked as negative if there’s enough differences
from the training data.

This method treat all applications as benign except if it’s sufficiently
different from training data, so this may mark malware application as
benign because there’s not previously added in the training dataset.

3.2. General Malware Detection:

Jacobsson et al [41], Built two models “bag-of-words“ and “meta EULA
model” to find spywares, they collected more than 1000 (900 clean,
100 Bad) of “End User License Agreements (EULAs)” and they apply
the model with multiple classifiers such as: NaiveBayes,
DecisionStump, J48, Etc , and results support their hypothesis that
EULAs can be used as a basis for classifying the corresponding
software as good or bad.

This method will not work if the spyware authors start to copy the
good applications EULA and use them with same text.

Shaban [42], has built a model to detect the spyware using data
mining for windows portables files (PE), the researcher collected many
windows PE that include benign and spyware executable files, then
exported the API calls and put them on categories, then apply data
mining classification for detecting the spyware.

The proposed model in this study require the files to be saved first,
after that the file need to be analyzed to extract the API calls, we need
to find a way to find if the file is malware before install it.

Summary:

As listed in this section, the researches about malware used different
approach and methods to detect the malware on the Android platform.
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But the most of the researchers didn’t talk about a preventable
approach for the normal users, how can’t detect the benign Android
applications and Malware Androids applications because of lake of
experience.

The normal users lake the understanding of harmful applications, so
Based on that our method will target those people by proposing a new
preventable method for the Malware on Android platform.
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Chapter 4
Research proposal and Methodology

In this chapter, we present and explain our method for detecting the
malware using the permissions of APK files, the chapter is divided into
six sections, section one present the methodology steps of our method.

Section two contain the data collection of the malware and benign
applications, section three contain data preprocess and feature
selections, and section four contain the classifications algorithms that
used for our method, and section five and six for applying the used
classifiers and evaluation for the method.

4.1 Methodology steps.

The steps shown in figure 4.1 is base steps used for work on our
methodology, and figure 4.2 show the overview of the method for
detecting the malwares, we start by collecting samples app then
extract the permissions from them, then we will select number of
features based on special attributes, we will find a prober classifier
and apply it, then we will evaluate the results we have.

Collect sample
Apps for the
dataset:

Data Building up
acquisition dataset

Apply Training & Evaluate the
Classification Testing Method

Figure 4.0.1 Steps of the work
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New App to

download

Read Permissions

Classification

/ \

Benign

Figure 4.0.2 Overview of new method
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4.2 Data Collection:
In this phase, we collected the benign and malware applications
from different sources.

4.2.1 Benign Applications

The benign Applications has been downloaded from Google Play
store, and due to Google policy it doesn’t allow downloading the
APK files directly from their website, but users can install them
directly from the Play Store application on their Mobile device,
also Android mobile phone doesn’t allow to extract the APK files
because they are hidden with the system files, so we used “APK
Downloader” [43] website to download the APK files, it’s
simulate the mobile devices as it act as mobile, then offering the
APK to be downloaded from the website directly to our PCs.

We have made some rules to ensure that the downloaded
application for our sample dataset will benign and to eliminate
any hidden malware may be found from downloaded
application.

Rules to download the benign applications as following:

1. Application should be downloaded more than 1 Million
times, because it will be sure it’s speeded well and if it
had any malware inside it will be discovered before reach
this number of downloads.

2. Application rating should not be less than 4 of 5, to be
ensure it tested by many users and it working well.

3. Application should pass the entire 53 virus tool scan on
www.virustotal.com website.

Figure 4.3, show a sample of the Benign application that
downloaded from Google play store.
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http://www.virustotal.com/

O<Q @ 7 B Lal.al 50 & 6:34 PM

Q

NIKE-+ RUNNING

£

Nike+ Running
Nike, Inc. &

INSTALL

L2000

Downloads 439363 &  Health & Fitness Similar

Nike+ Running App tracks your runs
and helps you reach your goals.

Figure 4.3 Sample for Benign application

4.2.2 Validating the Benign Applications:

The downloaded files with APK Downloader has been verified
from virus using “Virus Total” [44] website, which verify the
uploaded files with 53 Anti-Virus to make sure the applications
has not been infected by any Malware.

4.2.3 Malware Applications:
The malware dataset has been downloaded from “Free Range
Security” [7], it’s containing 189 malware Applications.

4.3 Data Preprocessing:
In our method we rely on the permissions of Android application to
recognize the benign and malware applications

In this section we will cover the steps to extract the permissions from
the APK files, that required to build the Dataset.

4.3.1 Extract Permissions from the APKS:
On this step the permissions will be extracted from each APK.
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APK file is a normal zipped file contain multiple files and folders
As shown in figure 4.4.

EN\Thesis\Master\Spyware Dataset\MalwareSamples\APK)\t4t.power.management.apk\ = &
File Edit View Favorites Tools Help

b om v o o= X i

Add  Extract Test Copy Move Delete Info

[f " & E:\Thesis\Master\Spyware Dataset\MalwareSamples\APK\tdt.power.management.apk’, v
Mame Size Packed S5ize Modified (
N M7 28 225

. META-INF 2854 1668

|| resources.arsc 4683 4688 2011-06-16 14:30
|| classes.dex 22644 10401 2011-06-16 14:30
AndroidManifest.me 5736 1410 2011-06-16 14:30

£ >

0 object(s) selected

Figure 4.4 The APK file from inside

The APK file contain file called “Classes.dex” [45], its executable
file of the application, Another file is the “AndroidMainfest.xml”,
it’s binary file that every Android application should have (see
figure 4.5).

The file contain the name of Java package for the application
and it’s components, also it included the permissions required
to the application.

AndroidManifestxml - Notepad = B
File Edit Format Yiew Help
L@ hy t 4 S+4 R~ § x t £ - % 1 s+ A
) @ 1 v & - 7 Dy - B sl oxboibogh oo o g
Al Nl el - B - S - Ve e ge e O I8 @ @ 6
fversionCode fversionName minSdkVersion 4
name Jdiconmn |label |theme #enabled Bpriori
ty s android *http://schemas.android.com/a
pk/res/android package @Emanifest Jt4t.
power.management 1.8 Quses-sdk ¥uses-per
mission $android.permission.ACCESS_WIFI_ 5
TATE $android.permission.CHANGE WIFI STAT
E ‘android.permission. CHANGE_NETWORK_STAT
E ‘android.permission.ACCESS_MNETHWHORK_STAT
E Jandroid.permission.RECEIVE_BOOT _COMPLE
TED «<android permission.INTERNET #android
permission.READ_PHOMNE_ _STATE android.per
mission.READ_SMS android.permission.RECETI
E_ SMS +android.permission.SEND_SMS 7appl
cation Qactiwvity t.activity.HomeActivity
intent-filter -action +android.intent ac

Figure 4.5 The AndroidManifest.xml (Packaged)
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A special tool from Android SDK Called Android Asset
Packaging Tool “AAPT.EXE” [46] used to extract the
AndroidMainfest.xml.

And because it’s work only for one APK per time under
command line, we developed a special utility to automated the
extraction of desired information from the “AndroidMainfest.xml”.

This tool called “Permissions Extractor” (Figure 4.6), and it can
export the output as text files, the data collected “The APK files”
stored on two folders, malware & benign, this Permission
Extractor point to the folder, then extract all the permissions
from the both locations and save extracted permissions as text

files in output folder for each one of them.

Z@ Permission Extractor

O >

AAPT Path

E:\Thesis\Master\Spyware Dataset\MalwareSam.. \APK |C:'-lLIsers'-anhammed"lAppData'-LLncal'-lAndrnid'-LSdk'-lbuih |

[£, Select APK Folder

Extract Permissons

Output Path

_com.sansec_9_V1.0.09.apk
002f537027830303e2205dd0a6106ch1b70fa7
04COFD2F08208E2759A0CF201DFE4CSEERFY 2
09CE836A030E15B840D1153DCTCC2101678ER
0DA3484A20C85C0489FEABFS3316B53C.APK
OED1CEG33B6CFE411F251AFICE2O90FSEDOE4S
0F182524COFEBFFOOOBFAZDO3COAOEDST APK
166CCEQGESOFCFECBB26069D8B1 984044, APK
189011C33EEE3076BESEE20033F6B06E. APK
1F451E709DBASADF/FBZABECBAT161B453F5E
205BB42BB2520B6EF233FBOSEGAAADZO. APK
2280203578008531755402E4E88AFCLY . APK
231696FFDFBDOOCOD09AFFFBE5B49091D. APK
24069021F25C1EG99B5BCo4DA3IBE C7D.APK
2B7343896Fc40EDSB41BBENG2101E372EACT
321461303E46B010D3D39017424C2A20.APK
3284403FB26FFCESALIC23AFGB2383B0OD.APK
358781 AAEB9384857DB159FDB2493C6C.APK
3500D19DATEFESCOG4ESL1EF 09630106.APK

LUKCRCRCRCR R R CR R R CR CR R CRCR G CR R

L

W

|E:'-lThesis"lMaster'-lSpvl.'Jare Dataset\MalwareSamples\s - |

Output Path | o Clear

\Sample1\DDream_PMSW _V1.8_5895bcd066abfel00a
37a25c0c1290a5.apk.tet” has created
"E:\Thesis\Master\Spyware Dataset\Malwaresamples
\Sample1\DDream-2048136751773114389-Super Sex
Positions_15C80745529B81C4A5152A895D7E4DF5F.ap
k.txt" has created

"E:\Thesis\Master\Spyware Dataset\MalwareSamples
\Sample1\DDream-444578756853741426-Super Guitar
Solo_ECAD34C72D2388AAFECOAL1352BFF2DD9.apk. txt
" has created

"E:\Thesis\Master\Spyware Dataset\MalwareSamples
'Sample1\DF2817C01B91DB9B421C35E081D0EL15. AP
K.bxt" has created

"E:\Thesis\Master\Spyware Dataset\MalwareSamples
\Samplel\EODD147 20E4FEF02D294A4B0275360273.AP
K.bet" has created

"E:\Thesis\Master\Spyware Dataset\MalwareSamples
\Samplel\F553AFS1E238FCDE1AZ2BC7 0BC28DFEG.AP
K.bet" has created

"E:\Thesis\Master\Spyware Dataset\Malwaresamples

Save

Figure 4.6 Permissions Extractor Tool

Another tool has been developed to read the permissions from the
extract files and compare it for each application with Google official
permissions list, we called the tool “Read Permissions” tool figure 4.7,
then we combine all the files into memory and use the tool to specify

the permissions for each application that

it uses as Google

permissions list, as shown in figure 4.8.
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After the all the applications joined with permission, the file exported
as CSV file for benign and another one for the malware.

a Read Permissicns

‘ [£, Select TXT Folder | | T4 Join Permissions| ‘ 5%

View Permissons |

E:\Thesis\Master\Clean APK\Qutput

.E AccuWeather_v4.1.0-free.apk.tt

E Adobe Acrobat Reader_v15.3.apk.bt
) Amazon Alexa_v1.0.134.3-prod_70768:
E| Amazon Prime Mow.apk.bd

E| Android Pay.apk.it

E| Angry Birds_v5.2.0.apk.txt

7| Assistant ai_v3.2.19.apk.txt

E| Clash of Clans.apk.bd

E| Clean Master Boost Applock_v3.11.6.3[
| Cloud VPN Free Unlimited_v1.0.2.5.apk.
E| CM Keyboard Emaoji ASCIT Art_v1.5.1.ap
E| Color Switch_v1.9.0.apk.tt

E| com.facebook.katana.apk.bxt

E| com.facebook.orca.apk.txt

E| com.game.BM¥_Boy.apk.txt

E| com.jinshan.kbatterydoctor_en.apk.td
E| com.instagram.android.aph.txt

E| com.mobirix.SnakeGame.apk.tt

| Contacts_v5.9.4.apk.txt

~

E Dolphin Best Web Browser v11.5.1.apk. ,,

package: com.accuweather.android
android.permission.\WAKE_LOCK
android.permission. INTERMET]

android. permission.ACCESS_METWORK_STATE
android. permission WRITE_EXTERMAL_STORAGE
android. permission.ACCESS_COARSE_LOCATION
android. permission.ACCESS_FINE_LOCATION
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.READ_EXTERMAL_STORAGE'
maxsdkVersion="18

android.permission VIBRATE
ather.android.permission.UA_DA
cormn.accuweather.android.permission. UA_DATA
android. permission.GET_ACCOUNTS
corn.google.android.c2dm.permission. RECEIVE
ather.android.permission.C2D_MESSA
com.accuweather.android.permission.C2D_MESSAGE
com.amazon.device.messaging.permission.RECEIVE
ather.android.permission.RECEIVE_ADM_MESSA
com.accuweather.android.permission. RECEIVE_ADM_MESSA
GE

package: com.adobe.reader

android. permission JNTERNET

android. permission WRITE_EXTERMAL_STORAGE
android. permission.ACCESS_METWORK_STATE

Figure 4.7 Read Permission Tool

r - .-
.ﬂ View Permissions

| Show | Save output

com.accuweather, android
com,adobe.reader
com.amazon.dee.app

oM, aMazon. now
com.google.android. apps. walletnfcrel
com.rovio.angrybirds

com, speaktoit.assistant

com, supercell. dashofdans

com, cleanmaster. mguard
net.bypass.vpn

O, CICT, 2madi

com, fortafygames. colorswitch
com. faceboak.katana

com. facebook.orca

com,game . BMx_Boy
com.ijinshan. kbatterydoctor_en
com.instagram. android

com. mobirix. SnakeGame

com. contapps.android

mobi.mgeek. TunnyBrowser
£

ACCES5_COARSE_LOCATION ACCESS_FINE_LOCATION

¥

. ACCES5_NETWORK_STATE
X

R A A - - - A A A -

WWW.

~
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4.3.3 Combine and clean the data:

In this step we took the CSV file and open it on Excel 2010 to
remove many duplicates of the malwares(we found same
malware “com.km.launcher with same package name and
permission has more than 34 files, but with same package
name),also we removed any application that has no permissions
at all. Then changed the “X” mark to number “1” and empty
value to “0” figure 4.9.

Next step was to combine the both files and mark the spyware
attributes with “True/False” to be used as label, and export it
one Excel file, which has “103” samples divided to (61 benign
and 42 malware), which is the dataset we will use.

@' Ho-w®-= All APK Full List.xls [Read-Only] [Compatibility Mode] - Microsoft Excel — O *
Home Insert Page Layout Formulas Data Review View Add-Ins Team 2 0 o BB E2
BWS6 - (" £l 0 ¥

A [ [ D | F G -
Spyware ACCESS_COARSE_LOCATION  ACCESS_FINE_LOCATION ACCESS_NETWORK_STATE  ACCESS_NOTIFICATION_POLICY
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

W4 v M| All APK ¥ ] 4 L] 4
Ready | |[Eom esw (-—U—3)

g o on o o oo o [ [ e | | ot e s s e & [ |8 |5 [ | [ | [
== T = R I e T e T o T o T o T o T e T o Y R s TR e T e T o T = T = N == I = I = I = [ = T = |

Figure 4.9 combine the data

4.3.3 Feature set Selection:
We used the final Excel file as main source for our featuresets,
then
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The total attributes number after excluding the O weight are 54,
as listed on table 4.1:

Table 4.1 attributes with weight >0

No. | Attribute Weight
1 | BROADCAST_STICKY 0.01
2 | EXPAND_STATUS_BAR 0.01
3 | DISABLE_KEYGUARD 0.01
4 | SET_WALLPAPER_HINTS 0.01
S | INTERNET 0.02
6 | RECEIVE_MMS 0.03
7 | WRITE_SETTINGS 0.04
8 | ACCESS_COARSE_LOCATION 0.04
9 | CALL_PHONE 0.05

10 | GET_PACKAGE_SIZE 0.05
11 | READ_SYNC_STATS 0.05
12 | RECEIVE_WAP_PUSH 0.07
13 | CHANGE_WIFI_MULTICAST_STATE 0.07
14 | FLASHLIGHT 0.09
15 | CHANGE_WIFI_STATE 0.09
16 | CHANGE_NETWORK_STATE 0.10
17 | READ_LOGS 0.10
18 | BATTERY_STATS 0.10
19 | MODIFY_AUDIO_SETTINGS 0.11
20 | DELETE_PACKAGES 0.11
21 | RECEIVE_BOOT_COMPLETED 0.12
22 | WRITE_SYNC_SETTINGS 0.12
23 | READ_SYNC_SETTINGS 0.13
24 | BLUETOOTH_ADMIN 0.15
25 | READ_CALL_LOG 0.16
26 | KILL BACKGROUND_PROCESSES 0.16
27 | BLUETOOTH 0.17
28 | ACCESS_FINE_LOCATION 0.19
29 | RESTART PACKAGES 0.21
30 | READ_CONTACTS 0.23
31 | CAMERA 0.25
32 | WRITE_CALL_LOG 0.25
33 | SYSTEM_ALERT WINDOW 0.26
34 | VIBRATE 0.26
35 | NFC 0.27
36 | ACCESS_WIFI_STATE 0.27
37 | WRITE_E1TERNAL_STORAGE 0.28
38 | GET_TASKS 0.28
39 | WRITE_CONTACTS 0.29
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40 | ACCESS_NETWORK_STATE 0.35
41 | WRITE_APN_SETTINGS 0.36
42 | FACTORY_TEST 0.41
43 | SET_WALLPAPER 0.43
44 | REBOOT 0.43
45 | READ_PHONE_STATE 0.43
46 | WAKE_LOCK 0.52
47 | READ_SMS 0.52
48 | READ_E1TERNAL _STORAGE 0.54
49 | MODIFY_PHONE_STATE 0.57
50 | MOUNT_UNMOUNT_FILESYSTEMS 0.59
51 | RECEIVE_SMS 0.65
52 | INSTALL PACKAGES 0.70
53 | SEND_SMS 0.71
54 | GET_ACCOUNTS 1.00

Three feature sets built based on the attributes weights using
“Weight by SVM” as shown in figure 4.10.
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attribute weight

BLUETOOTH
ACCESS_FINE_LOCATION 0.191 @?
RESTART_PACKAGES 0212
READ_CONTACTS 0.228
CANERA 0.250
WRITE_CALL_LOG 0.254
SYSTEM_ALERT_WINDOW 0.262
VIBRATE 0.264
NFC 0.266
ACCESS_WIFI_STATE 0.270
WRITE_E1TERNAL_STORAGE 0.275
GET_TASKS 0.284
WRITE_CONTACTS 0.203
ACCESS_NETWORK_STATE 0.346
WRITE_APN_SETTINGS 0.361
FACTORY_TEST 0.414
SET_WALLPAPER 0.427
REBOOT 0.434
READ_PHONE_STATE 0.435
WAKE_LOCK 0517
READ_SMS 0522
READ_E1TERNAL_STORAGE 0.543
MODIFY_PHONE_STATE 0568

a

MOUNT_UNMOUNT_FILESYSTEMS  0.589

Figure 4.10 Weight by SVM

After that we filtered the attributes using “Selection by Weight”
(as shown in figure 4.11), the weight used are greater than “0.1,

.2, and .3”
{H select by Weights
Read Excel Validation weight relation
(] il out — t= mod res
. 3 ( = -
- % ave ) ( res
— weD d s deselect unknown
Weight by SYM Select by Wei... ® !
exa = e '— —' exa exa '—"I ----- use absoplute weights
l-_ exa '—:[—' wei  HEH ori [)
P - N
5] wei [}
e
Figure 4.11 Feature Selection by Weight
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We ignored any permissions not listed as “Android.Permission”,
because they are application specific permissions, thou they will
not take any security leak if they has given to the application.

Figure 4.12 show the permission required to “AccWeather”
application which all inside large box, small box contain specific
application, which will be excluded from our dataset, because
they have no effect on the security for the application.

package: com.accuweather.android

| adobe Acrobat Reader v15.3.ank bxt android. permission. WAKE_LOCK
| Adobe Acrobat Reader_y P android. permission. INTERNET

_| Amazon Alexa_v1.0.134.3-prod_70768. | {1 droid.permission. ACCESS_NETWORK_STATE
J Armazon Prime Now.apk.txt android. permission. WRITE_EXTERMAL_STORAGE
| Android Pay.apk.txt angrniﬂ.permLssiun.:ECESS_COARSE_LOCATION
= . , android.permission. A)CCESS_FIME_LOCATION

_| Angry Birds_v5.2.0.apk.bxt android.permission.RECEIVE BOOT_COMPLETED
% Assistant al_v3.2.19.apk.txt android.permission.READ EXTERMNAL STORAGE'
| Clash of Clans.apk.tit

PG ACTEIE]
| Clean Master Boost AppLock_v5.11.6.3[ ndroid.permission.VIBRATE
| Cloud VPN Free Unlimited_v1.0.2.5.apk.

ther.android.permission.UA_DA
- om.accuweather.android.permission.UA_DATA
| €M Keyboard Emaji ASCIT Art_v1.5.1.3p
| colar Switch_v1.9.0.apk.tt

ndroid.permission.GET_ACCOUNTS
om.google.android. c2dm. permission. RECEIVE
| com.facebook.katana.apk.txt
| com.facebook.orca.apk.bxt

ther.android.permission.C20_MESSA
om.accuweather.android. permission.C20_MESSAGE

= om.amazon.device.messaging.permission.RECEIVE

| com.game.BMX_Boy.apk.txt ther.android.permission.RECEIVE_ADM_MESSA

ﬁ comn.jinshan.kbatterydoctor_en.apk.txt om.accuweather.android. permission. RECEIVE_ADM_MESSA

ﬁ com.instagram.android.apk.tt

J com.mobiri<.SnakeGame.apk.tt

| Contacts_v5.9.4.apk.txt

ﬂ Dolphin Best Web Browser v11.5.1.3pk. ,,

package: com.adobe.reader
android.permission INTERNET
android.permission  WRITE_EXTERMAL_STORAGE
android.permission. ACCESS_NETWORK_STATE

Figure 4.12 - sample of permission for an application

We build another feature set (see table 4.2) by emitting the
attributes that not listed as dangerous permissions as Google
specified [17], this feature has the following attributes (24

attribute):
Table 4.2 dangerous permissions Feature set
Attribute Data Type

SPYWARE Label

READ_CALENDAR Integer
WRITE_CONTACTS Integer
ACCESS_COARSE_LOCATION Integer
READ_CALL_LOG Integer
ADD_VOICEMAIL Integer
SEND_SMS Integer
READ_SMS Integer
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RECEIVE_MMS

Integer

WRITE_CALENDAR CAMERA Integer

GET _ACCOUNTS Integer
CALL_PHONE Integer
WRITE_CALL_LOG Integer
USE_SIP Integer
RECEIVE_SMS Integer
RECEIVE_WAP_PUSH Integer

WRITE_EXTERNAL_STORAGE | Integer

READ_CONTACTS

Integer

ACCESS_FINE_LOCATION Integer

READ_EXTERNAL_STORAGE Integer

RECORD AUDIO Integer
PROCESS_OUTGOING_CALLS | Integer
BODY_SENSORS Integer
READ PHONE STATE Integer

Another feature set with dangerous permissions with additional
attributes built, because we found they used by malware and
has harmful effects see table 4.3, they not listed in dangerous

permission list.

We calculated the total number of attributes used for each
samples (benign and malware), we used the count of attributes
that found in malware samples above benign samples, and also
not listed in Google dangerous permissions.

Table 4.3 - Dangerous attributes for feature set 5

Attribute Description
INSTALL_PACKAGES Allows an application to install
packages.
Not for use by third-party
applications.

RESTART_PACKAGES

Allows the app to end background
processes of other apps. This may
cause other apps to stop running

WRITE_APN_SETTINGS

Allows applications to write the apn
settings.

Not for use by third-party
applications.

www.manaraa.com
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4.3.3 Building up Dataset:

We use the three features sets by weight and the one that
contain Google’s dangerous permissions as fourth Feature, the
last feature set was the attributes used more in malware than
benign and not listed in dangerous attributes list, this is the
dataset as shown in table 4.4 that will be used in our research.

Table 4.4 Features selected

Feature sets Weight Number of Attributes
Feature set 1 » 0.1 38 regular 1 special
(from attribute 16 to 54
as listed on table 4.1)
Feature set 2 > 0.2 26 regular 1 special
(from attribute 29 to 54
as listed on table 4.1)
Feature set 3 » .03 15 regular 1 special
(from attribute 40 to 54
as listed on table 4.1)
Feature set 4 (dangerous | No Weight | 24 regular 1 special
permissions)
Feature set 5 (extended No Weight |27 regular 1 special
dangerous permissions)

4.4.Find Appropriate Classifier:

We used well know classifiers used on previous studies for spyware
and malware such as [42], the researcher used multiple classifier
for his work to detect the spyware, in our research we used the
same classifier, but we ignored the ones used by Weka, because
our work done using RapidMiner.

4.5.Applying the Classifier:
After we prepared our dataset with 5 different feature sets, we applied
the classification algorithms we previously selected to our dataset:

4.6.Evaluate the Method:
After we applied 4 different classifications methods, we used the AUC
and F-measure evaluates performance for our method.

Summary:

In this chapter we started with data collections for the APK files, we
used Google store to download benign asp, and “Free Security Range”
for the malware, then we extract the permissions from APK files.
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Two tools built for automate this work, and to export the extract
permissions into one file, after we cleaned the data and built our
dataset from five different feature set, based on weight for attributes
and from dangerous permission listed provide by Google.

We find some dangerous permission used by the malware but not
included in the list, we build another feature set with these attributes
combined to dangerous permissions.
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Chapter 5
Experimental Results and Evaluation

In this chapter, we will review the experimental settings and the
software used for the work in this research.
Then will view the experimental results we had in the 5 scenarios.

5.1. Experimental Settings:
The experimental environment that used for all the experiments
was laptop with core i7 CPU, S00GB SSD with 16GB Ram.

5.2. Software & Tools:

1. Rapid Miner 5 [47]: An integrated environment for machine
learning, data mining, text mining, predictive analytics and
business analytics. It is used for business and commercial
applications as well as for research, education, training, rapid
prototyping, and application development and supports all steps
of the data mining process including data preparation, results
visualization, validation and optimization.

Rapid Miner used to apply classifiers to our method, also used
to test the data set with 10 fold cross validation.

2. Microsoft Excel 2010 [48|: [s a spreadsheet developed by
Microsoft for Windows, Mac OS X, and iOS. It features
calculation, graphing tools, pivot tables.

MS Excel used for the data cleaning and to combine the
samples from the benign and malware into one feature set.

3. PSPad [49]: is a freeware text editor and source editor intended
for use by programmers. It has many software development-
oriented features, such as syntax highlighting and hex editing,
and is designed as a universal GUI for editing many languages
including PHP, Perl, HTML, and Java.

PSPad used for open and edit the text files and other non-binary
files, it can open large files very fast.
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4. Android SDK Tools [50]: Android software development kit
(SDK) includes a comprehensive set of development tools.[3]
These include a debugger, libraries, a handset emulator based
on QEMU, documentation, sample code, and tutorials.

We use AAPT tools from Android SDK to extract the permission
from the APKs files.

5. Delphi 2010 [S51]: [s a programming language and integrated
development environment (IDE) for desktop, mobile, web, and
console applications. Delphi's compilers use their own Object
Pascal dialect of Pascal and generate native code for several
platforms: Windows (x86 and x64), OS X (32-bit only), and iOS
and Android (ARM).

Delphi used to build two utilizes to automate the extraction of
permissions from the APKs and to export them as CSV files.

6. 7-zip [52]: is an open source software that used to create and
extract compress files with LZMA and LZMA2 compression.

7-zip used to open APKs files and to extract their content.

5.3.Evaluation

We choose two main performance measures for our evaluations, the
AUC and F-Measure.

The reason for our chose, because several researcher found their
performance is better than accuracy, for example Charles X. Lin
said “AUC of ROC is a better measure than accuracy® [§3], in study
[54] the researcher compared popular machine learning algorithms
using AUC, and found that the AUC offer many of the desired
characteristics compared to accuracy

AUC also used for measurement with spam detection [55], so we
think it suit for similar cases as malware detection.

Also F-measure is an alternative for Precision and recall, also its’
not biased measure and can have a better result as state in [56].
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5.4. Classifiers settings
The settings set in the evolution phase for each classifier as
following (figure 5.1):

e K-NN:

The k value of the classifier set to 1.
e Naive bayes:

Estimation mode: greedy

Minimum bandwidth: 0.1

Number of kernels: 10

* SVM:

We used the classifier with “The Laplace correction” is set, to
prevent the influences of zero probabilities to be true [42].

Kernel type: dot

Kernel cache = 200

max iterations = 100000
e Decision Tree:
Criterion : gain_ratio
Minimize size of split: 4
Minimal leaf size: 2
Minimal gain: 0.1

Maximal depth: 20

Confidence: 0.25
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Figure 5.1 Rapid Miner with kNN and validation process

5.5. Experiment Scenarios and Result
In this section, we apply the 4 different classifiers to our dataset,
which has S5 features, the detailed experimental results as

following:

5.5.1. Experiment Scenarios 1 (feature set with Weight > 0.1)

We applied the 4 classifier to the dataset, the number of
samples are 103, and number of attributes are 38, the SVM
classifier was a higher in both AUC & F-Measure, see Table 5.1

and Figure 5.1:

Table 5.1 Experimental Result with feature set 1

Classifier AUC F-Measure
K-NN 0.5 88.58%
Naive Bayes 0.989 92.31%
SVM 0.993 95.20%
Decision Tree 0.756 86.39%
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Figure 5.2 Experimental Results of feature set 1

5.5.2. Experiment Scenarios 2 (feature set with Weight > 0.2)
We applied the 4 classifier to the dataset, the number of samples
are 103, and number of attributes are 36, the Naive Bayes
classifier was a higher in both AUC & F-Measure, but SVM gave
the same value with AUC as NB see Table 5.2 and Figure 5.3:

Table 5.2 Experimental Result with feature set 2

Classifier AUC F-Measure
K-NN 0.5 88.89%
Naive Bayes 0.993 96.74%
SVM 0.993 94.48%
Decision Tree 0.773 92.04%
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Figure 5.3 Experimental Result with feature set 2

5.5.3. Experiment Scenarios 3 (feature set with Weight > 0.3)

We applied the 4 classifier to the dataset, the number of
samples are 103, and number of attributes are 15, the Naive
Bayes classifier was a higher AUC and SVM gave the higher
value with F-Measure Table 5.3 and Figure 5.4

Table 5.3 Experimental Result with feature set 3

Classifier AUC F-Measure
K-NN 0.5 95.56%
Naive Bayes 0.988 90.43%
SVM 0.985 95.75%
Decision Tree 0.766 92.17%

1.2

mAUC

B F-Measure

K-NN Naive Bayes SVM Decision Tree

Figure 5.4 Experimental Result with feature set 3
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5.5.4. Experiment Scenarios 4 (Dangerous Permissions)
We applied the 4 classifier to the dataset, the number of
samples are 103, and number of attributes are 15, the Naive
Bayes classifier was a higher F-Measure and SVM gave the
higher value with AUC Table 5.4 and Figure 5.5

Table 5.4 Experimental Result with Dangerous permissions feature set 4

Classifier AUC F-Measure
K-NN 0.500 85.93%
Naive Bayes 0.979 92.85%
SVM 0.985 89.98%
Decision Tree 0.908 91.59%

1.2

mAUC

M F-Measure

K-NN Naive Bayes SVM Decision Tree

Figure 5.5 - Experimental Result with Dangerous permissions feature set 4

5.5.5. Experiment Scenarios 5 (Dangerous Permissions 2)

We applied the 4 classifier to the dataset, the number of
samples are 103, and number of attributes are 27, the k value
of kNN was 1, the naive Bayes used with Laplace correction is
checked, both SVM and Decision tree used with default values
set by RM, table 10 show the detailed results :

Table 5.5 - Experimental Result with Dangerous permissions feature set 5

Classifier AUC F-Measure
K-NN 0.500 88.49%
Naive Bayes 0.983 94.64%
SVM 0.986 92.79%
Decision Tree 0.894 92.13%
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Figure 5.6 Experimental Result with Dangerous permissions feature set 5

5.6. Experiment Result Summary:
Based on our experimental, we found feature set 2 has the
highest rates in the metrics we used for the evaluation (AUC
and F-measure) Figure 5.7, and following the summary for our
experimental:

1.2

W AUC W F-Measure

Decision Tree

K-NN Naive Bayes

Figure 5.7 Experimental Result Summary

1. We achieved highest score in AUC (0.993) and F-Measure
(96.74%) with Feature set 2 using Naive Bayes classifier.

2. Feature set 1 gave same high accuracy as feature set 2 in AUC

(0.993) using Support Vector Machine SVM classifier.
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3. In our experimental k-NN classifier has the worst performance
in both AUC & F-measure in all feature set.

4. Both Naive Bayes and SVM, has the best performance in our
experimental.

5. Feature set 5 (dangerous permissions with extended attributes)
gave higher rates then feature set 4 (dangerous permissions
specified by Google), these attributes should be consider by
Google, to warn users about the dangerous effect of the
attributes.

Summary:
In this chapter we review our work on the dataset we build in
chapter 4.
We have done 5 scenarios with 4 classifications algorithms, then
we used AUC and F-Measure as performance measurement, we
reached 96.74% in our performance measure with f-measure and
our highest AUC for the work is 0.993.
Finally we talked about the future work that we hope to work on
future to make our method a feasible Prevention tool.
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Chapter 6
Conclusion and Future Work

6.1. Future Work

In this research we worked on a new method to detect the malware
before installing them to the user’s mobile device.

However, with new thousands Applications added daily to Google play
store, we need to find a better way to get the permissions of the
applications without extracting them by downloading the APK first,

Currently, Google didn’t provide any official API to access the
information of the applications in Google play store information, some
open source trying to achieve this [§7], but may not work when Google
change their protocol.

Other options to reverse engineer the Google’s API to find better way to
get the permissions from the store, or by doing website scarping to
gather the information from play store website.

And for our method to effective as preventable tool, we need to build a
layer on top of Google play store to warn the users about the
possibility of the application to be malware before installing it on the
user’s mobile.
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